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INFORMATION PROTECTION BASICS



Microsoft Security Platform

Information
protection

Built in ﬁ

security Platform
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Do you have a strategy to protect your most valuable data? @@

Do you know where your sensitive data resides?

Are you using multiple solutions to
discover, classify, label, and protect

sensitive data?

Do you have control of your data as it
travels inside and outside of your
organization?




Sensitive data is at risk

80 o of employees use non-approved Saa$S
O apps at work

8 o of enterprise organizations keep
5 Yo sensitive information in the cloud

of organizations no longer have
88 9% confidence to detect and prevent loss
of sensitive data

58 0 Have accidentally sent sensitive
/o0 information to the wrong person



Microsoft Information Protection
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Data protection & data governance go hand-in-hand

* Unified approach to discover, classify & label

* Automatically apply policy-based actions

* Proactive monitoring to identify risks

* Broad coverage across locations

Unified approach
s &) O
=20 N ©
Discover Classify Label
Apply label

Sensitivity @ Retention \|2|
> Encryption ' EI > Retention
> Restrict Access > Deletion
> Watermark > Records Management
> Header/Footer > Archiving

> Sensitive data discovery
> Data at risk
- Policy violations

Monitor

> Policy recommendations
> Proactive alerts




Microsoft Information Protection — the way it was

CHE i CH R [E

Office 365 Windows Azure
Information Protection Information Protection Information Protection
Preserve or remediate emails & ) Classify & Protect
What q ; Protect files and documents _ y
ocuments emails & documents
: : Office Clients, 3™ party Apps
Where Office 365 Apps & Services Windows Clients & Devices party App

& Services, On Premises

How Office 365 Security Console Intune Portal AIP Portal



Microsoft Information Protection — going forward

COHE « L ¢ ONE

Office 365 Windows Azure
Information Protection Information Protection Information Protection
What Consistent content detection and classification to protect and preserve sensitive data

Where Office 365 apps & services, Windows clients & desktops, mobile, on premises + 3" party apps and services

How Microsoft 365 Security and Compliance Center



What is a sensitivity label?

Tag that is customizable,
readable by other systems,
and persistent.

It becomes the basis for applying and enforcing
data protection policies.

A
@ In files and emails, the label is persisted
as document metadata CONFIDENTIAL

E:) In SharePoint Onling, the label is
persisted as container metadata
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WHAT'S NEXT?



Sensitivity Site and Group settings

8 - Microsoft 365 compliance X

on .
o'o Contoso Electronics

H O Type here to search

@ Sales and Marketing - Documen X | 4

o
< O & https:/protection.office.com/labels?viewid =sensitivity&flight=EnableM365ComplianceCenter * R ©

Microsoft 365 compliance

Edit a label to help users classify
their content.

Name

Encryption

Content marking

Endpoint data loss prevention
Site and groy9 settings

Auto labeling

https://protection.office.com/labels?viewid =sensitivity&flight =EnableM365ComplianceCenter

Editing Site and group settings

Select the settings you want to take effect when this label is applied to an Office 365 group or SharePoint site.
Note that the settings aren’t applied to files, so they don't impact downloaded copies of files. Learn more
about site and group protection

Site and group settings

@@ on

Privacy of Office 365 group-connected team sites

Private - O"’f',' members can access the site

External users access

[J Let Office 365 group owners add people outside the organization to the group

Unmanaged devices

Restrict site access from devices that aren’t compliant or joined to a domain. After this setting here, you
need to use Powershell to limit or block access for the site. Learn more

O Allow full access from desktop apps, mobile apps, and the web

O Allow limited, web only access

Save [ Cancel




During site creation or afterward change sensitivity
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Otfice client native support Sensitivity
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Native support for Office Online
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Microsoft Information Protection
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Comprehensive set of capabilities

AZURE ADVANCED THREAT PROTECTION
Identify advanced data related attacks and insider threats

MICROSOFT CLOUD APP SECURITY

Visibility into 15k+ cloud apps, data access & usage,
potential abuse

OFFICE 365 DATA LOSS PREVENTION

Prevent data loss across Exchange Online, SharePoint Online,
OneDrive for Business

OFFICE 365 MESSAGE ENCRYPTION

Send encrypted emails in Office 365 to anyone
inside or outside of the company

WINDOWS INFORMATION PROTECTION

Separate personal vs. work data on Windows 10 devices,
prevent work data from traveling to non-work locations

OFFICE 365 ADVANCED DATA GOVERNANCE

Apply retention and deletion policies to sensitive and
important data in Office 365

MICROSOFT
INFORMATION
PROTECTION

Discover | Classify | Protect | Monitor

CONDITIONAL ACCESS

Control access to files based on policy, such as identity, machine
configuration, geo location

OFFICE APPS

Protect sensitive information while working in Excel, Word,
PowerPoint, Outlook

SHAREPOINT & GROUPS

Protect files in libraries and lists

AZURE SECURITY CENTER INFORMATION PROTECTION

Classify & label sensitive structured data in Azure SQL, SQL
Server and other Azure repositories

SDK FOR PARTNER ECOSYSTEM & ISVs

Enable ISVs to consume labels, apply protection

ADOBE PDFs
Natively view labeled and protected PDFs on Adobe Acrobat
Reader



Private preview Security and Compliance program

Want an early start with these new and upcoming security and
compliance capabilities?

Nominate your business for our private previews
at https://aka.ms/spc19SecurityPreviews.



https://aka.ms/spc19SecurityPreviews

SharePoint Client
Browser

= Must have SharePoint
community tool!

= Provides insights into your
SharePoint site or tenant

= |Jses the CSOM to connect to
SharePoint

2010/2013/2016/2019 and
SharePoint Online

= https://qithub.com/bramdejager
[spcb

|] SharePoint Online Client Browser Preview

File  Tools

B

Info

I'] Tenants

Site Collections

a&) https://m365x3153646.5harepoint.com,/sites/Eng

EE}- Engineering {/sites/Engineering)
.'—i: Theme Info

Eé.? Regional Settings

E Data Leakage Prevention Status Info

Eﬁ Webs

Site Columns

Content Types

g Lists (18)

I:I appdata (0)

D appfiles (0]

I:I Composed Looks (18)

IE] Converted Forms (0)

r Documents (3)

-7\ Infarmation Rights Management

- Fields

Eg.. Content Types

-] Items (3)

2-E] 1, Phone_Mobile32i Custome

IF& Compliance Info

-4 3 Sharing Info

- = | Attachment Files

15| Field Values

0| Field Values As Html

-] Field Values As Text

7-[i=| Field Values For Edit

]F'% Role Assignments

i Workflow Instances

]--% Properties

-] 2, Quality Assurance Guidelin
>
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Properties Change Llog Schema XML REST services (Preview) MSDN Help
Field & Value
Author 17:#Lidia Holloway
BSM 1141:#
Checked DutTitle 1:#
CheckedOutUserld 1:#
CheckoutUser

£

Compliancefssetld

ContentTypeld

(e010100C9ED2F23B1B5B041B9CEE5BDE8D43FT

ContentVersion

Created

6-7-2018 16:24:03

Created_x0020_By

i:02.flmembership|lidiah@m363:313646.0nmicrosofi

Created_x0020_Date

DocConcurrencyMumber

Editor

17:#Lidia Holloway

File_x0020_Size

File_x0020_Type

xlsx

FileDirRef

FileLeafRef

Phone_Mobile32i Customer Feedbachk.xlsx

FileRef

FolderChildCount

F50bjType

GUID

f14ef13e-d26f-41d8-8518-0dd151fak526

HTML_x0020_File_x0020_Type

1]

InstancelD

~

Microsoft.SharePoint.Client.Listltern Represents an item or row in a list.



https://github.com/bramdejager/spcb
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