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Identity & access 
management 

Security 
management

Threat 
protection







88 %
of organizations no longer have 
confidence to detect and prevent loss 
of sensitive data 

of employees use non-approved SaaS 
apps at work80 %

85 %
of enterprise organizations keep 
sensitive information in the cloud

58 %
Have accidentally sent sensitive 
information to the wrong person



Across

Devices Apps Cloud services On-premises



LabelDiscover Classify

Sensitivity Retention

→ Encryption

→ Restrict Access

→ Watermark

→ Header/Footer

→ Retention

→ Deletion

→ Records Management

→ Archiving

→ Sensitive data discovery

→ Data at risk

→ Policy violations

→ Policy recommendations

→ Proactive alerts
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Apply label

Unified approach

Monitor



Office 365 
Information Protection

Windows
Information Protection

Azure
Information Protection
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Azure
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CONFIDENTIAL

Tag that is customizable, 

readable by other systems, 

and persistent. 

It becomes the basis for applying and enforcing 

data protection policies.

In files and emails, the label is persisted 

as document metadata

In SharePoint Online, the label is 

persisted as container metadata

















Across

Devices Apps Cloud services On-premises



MICROSOFT 

INFORMATION 

PROTECTION

MICROSOFT CLOUD APP SECURITY

Visibility into 15k+ cloud apps, data access & usage, 

potential abuse

AZURE SECURITY CENTER INFORMATION PROTECTION 

Classify & label sensitive structured data in Azure SQL, SQL 

Server and other Azure repositories

OFFICE APPS

Protect sensitive information while working in Excel, Word, 

PowerPoint, Outlook

AZURE ADVANCED THREAT PROTECTION

Identify advanced data related attacks and insider threats 

OFFICE 365 DATA LOSS PREVENTION

Prevent data loss across Exchange Online, SharePoint Online, 

OneDrive for Business

SHAREPOINT & GROUPS

Protect files in libraries and lists

OFFICE 365 ADVANCED DATA GOVERNANCE

Apply retention and deletion policies to sensitive and 

important data in Office 365

ADOBE PDFs 

Natively view labeled and protected PDFs on Adobe Acrobat 

Reader

WINDOWS INFORMATION PROTECTION

Separate personal vs. work data on Windows 10 devices, 

prevent work data from traveling to non-work locations

OFFICE 365 MESSAGE ENCRYPTION

Send encrypted emails in Office 365 to anyone  

inside or outside of the company

CONDITIONAL ACCESS

Control access to files based on policy, such as identity, machine 

configuration, geo location

Discover |  Class i fy |  Protect |  Monitor

SDK FOR PARTNER ECOSYSTEM & ISVs

Enable ISVs to consume labels, apply protection



https://aka.ms/spc19SecurityPreviews
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https://github.com/bramdejager/spcb


https://twitter.com/bramdejager
mailto:Bram.dejager@delaware.pro
https://bramdejager.wordpress.com/

